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Abstract
Notes taken while reading about BLS signatures [1]. Usually while
reading papers I take handwritten notes, this document contains some of
them re-written to LaTeX.
The notes are not complete, don’t include all the steps neither all the
proofs.

1 BLS signatures

Key generation sk € Z,, pk = [sk] - g1, where g1 € G, and is the generator.

Signature
o = [sk]- H(m)

where H is a function that maps to a point in G2. So H(m),o € Gs.

Verification
e(glv J) == €(pk, H(m))
Unfold:

e(pk, H(m)) = e([sk]-g1, H(m) = e(g1, H(m))™ = e(g1, [sk]- H(m)) = e(g1,0))
Aggregation Signatures aggregation:
Oaggr =01+ 02+ ...+ 0n

where 0449r € Go, and an aggregated signatures is indistinguishible from a
non-aggregated signature.

Public keys aggregation:
pkaggr = pkl +pk2 +... +pkn

where pkqggr € G1, and an aggregated public keys is indistinguishible from a
non-aggregated public key.



Verification of aggregated signatures Identical to verification of a normal
signature as long as we use the same corresponding aggregated public key:

e(gl, Uaggr) == e(pkaggrv H(m))
Unfold:

‘e(pkaggr,H(m)) ‘: e(pki + pka + ... + pkn, H(m)) =

= e([sk1] - g1 + [sko] - g1 + ... + [skn] - g1, H(m)) =
=e([sk1 + ska + ...+ sky] - g1, H(m)) =
= [sk1 + sko + ...+ sky] - e(g1,H(m)) =
=e(g1, [sk1 + ska + ... + sk,| - H(m)) =
= e(g1, [sk1] - H(m) + [ske] - H(m) + ...+ [sky] - H(m)) =
=e(g1,01+ 02+ ...+ 0,) =|e(81,0aggr)

Note: in the current notes pk € Gy and o, H(m) € Ga, but we could use
o,H(m) € G and pk € G,.
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