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Abstract

Notes taken while reading about Caulk [I] and Caulk+ [2].

Usually while reading papers I take handwritten notes, this document
contains some of them re-written to LaTeX.

The notes are not complete, don’t include all the steps neither all the
proofs.
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1 Preliminaries

1.1 Lagrange Polynomials and Roots of Unity

Let w denote a root of unity, such that w’¥ = 1. Set H = {Lw, w?, ... ,wN_l}.
Let the i*" Lagrange polynomial be \;(X) = | w)ff%w

Notice that \;(w'™!) =1 and \;(w’) =0, Vj #i— 1.

Let the vanishing polynomial of H be zy(X) = Hﬁi_ol(X —w)=XN -1,

1.2 KZG Commitments

KZG as a Vector Commitment.

L~ = =

S W W



We have vector @ = {¢;}7, which can be interpolated into C'(X) through
Lagrange polynomials {\;(X)}:

n

C(X) =) ci- M(X)

i=1

so, C(w'™ 1) =¢;.
Commitment:

C =[C(X)), = Zc (X

Proof of opening for single value v at position i:

CX)—-w

T X —wil

Q(X)

Tkza = Q = [Q(X)h

Verification:
e(C = [v]1, [1]2) = e(mrza, [X —w' ™M)
unfold |
e([C(XOh = [l [1]2) = e([Q(X)]1, [X —w'™']2)

Proof of opening for a subset of positions I C [N]:
[H;]; such that for

Cr(X) =) ci-mi(X)
iel
a(X) = [[(xX =o'
iel
for {m;(X)}ics being the Lagrange interpolation polynomials over H; =
{wi=Yier. (recall, zy(X) = Hi]i_ol(X —w)=XN-1))
H;(X) can be computed by

C(X) - Ci(X)
Hi(X)= =12
1(X) %)
So, prover commits to C7(X) with C; = [C(X)]1, and computes mx za:
Trze = Hip = [Hi(X)h

Then, verification checks:

e(C - Cr,[1]2) = e(rr za, [21(X)]2)



unfold
e([C(X)h = [Cr(X)h, [1]2) = e([H(X)]1, [21(X)]2)

C(X) = Cr(X) = Hi(X) - 21(X)
C(X) - Cr(X)

- z1(X)

1.3 Pedersen Commitments

Commitment
cem = v[l); +r[h]y = [v+ hr]y

Prove knowledge of v, r, Verifier sends challenge {s1, s2}. Prover computes:

R = s1[1]1 + s2[h]1 = [s1 + hs2]1

¢= H(cm, R)
t1 =81 +ve, to =83+ 1cC
Verification:
R+ c-em ==t1[1]1 + t2]h]1
unfold:

R+C' cm == tl[l]l +t2[h]1 = [tl + th]
[s1 + hsa]1 + ¢ [v+ hr]y == [s1 +ve+ h(sa +10)|]1
[s1 4+ hs2 + cv + reh]y == [s1 4+ ve + hse + reh]y

2 Caulk
2.1 Blinded Evaluation

Main idea: combine KZG commitments with Pedersen commitments to prove
knowledge of a value v which Pedersen commitment is committed in the KZG
commitment.

Let C(X) = Zf\; cidi(X), where @ = {¢;}ies. In normal KZG, prover
would compute Q(X) = g’;(ji));l{, and send [Q(X)]; as proof. We will obfuscate
the commitment:

rand a € F, blind commit to 2(X) = aX — b= a(X — w'™!), where w'~! =
b/a. Denote by [z]2 the commitment to [z(X)]z.

Prover computes:

i. mpeq, Pedersen proof that c¢m is from v, r (section|1.3)

. Tunity (see[2.1.1)



iii. For random s computes:

S(X)=-r—s-2(X) — [S]2 = [S(X)]2

i, ii, iii defines the zk proof of membership, which proves that (v,r) is a

opening of em, and v opens C at w*~!.
Verifier checks proofs mped, Tunity (1, ii), and checks

e(C —cem, [1]2) == e([T]1, [2]2) + e([R]1, [S]2)
unfold:
O(X) — em == T(X) - 2(X) + h - S(X)
C(X)—v— hr == (@ +5h) - 2(X) + h(—r — 5 2(X))

C(X)—v==hr+ (Q(GX))Z(X)-FSh'Z(X) — hr — sh - z(X)

ox) —v=="28 x)
ox) —v=="oix )
C(X) —v==Q(X) (X —w')
Which matches with the definition of Q(X) = $£X=0.

2.1.1 Correct computation of z(x), Tynity
Want to prove that prover knows a, b such that [2]o = [aX — b2, and a¥ = bV,
a

To prove ¢ is inside the evaluation domain (ie. ¢ is a N** root of unity),

proves (in log(N) time) that its N is one (¢ = 1).
Conditions:

L fo=7%
ii. f=f2,,Vi=1,...,log(N)

iii. flog(N) =1



fo=2z(1)=a-0

f1=z2(c)ac —b
_Jfo—fi_a(l-o0)

= 11— 1-0 -

fa=ofso—fi=0ca—ac+b=10
7f279

f4—g—b

ii. f5+i = f42+i7 Vi = 0,.. ,lOg(N) -1
iii. f4+log(N) =1

Lemma 1. Let 2(X) deg =1, n = log(N) + 6, o such that o™ = 1.
If 3 f(X) € F[X] such that

1. f(X)=2(X), for 1,0

2. f(o*)(1 =) =f(1) = f(o)
3. f(0%) = o f(0?) = f(0)
4. f(o")f(0%) = f(o?)
5. f(
6. f(o

q

q

flo* ) = f(o*H)2 Vi=0,...,log(N) -1

5+log(N) . 0_71) =1

then, 2(X) = aX — b, where Z is a N** root of unity.
Let’s see the relations between the conditions and the Lemma 1:

Conditions — Lemma 1

=z(1)=a—-0>
f1=2(c)ac —b

fo—fi _a(l-o)

— 1. f(X) = 2(X), forl,o

fa= Bt =T —a— 2 f(0*)(1—0) = (1) — f(0)
fs=ofo—fi=ca—as+b=b— 3. f(o°) = of(s”) = f(0)
faz % - % — 4. f(oh)f(6®) = f(o®)
Fori = Fipir Vi=0,..log(N) =1 — 5. f(o*T ) = f(o*)%, Vi=0,...,log(N) - 1

faviog(ny =1 —> 6. F(o®To9N) 571y =

For succintness: aggregate {f;} in a polynomial f(X), whose coefficients in
Lagrange basis associated to V,, are the f; (ie. s.t. f(w?) = f;).

log(N)
F(X) = (a=b)p1(X) + (a0 = b)p2(X) + ap3(X) + bpa(X) + Z ? psi(X
log(N) )
= fopr(X) + frp2(X) + faps(X) + fapa(X) + > (f1)* psra(X)
i=0



Prover shows that f(X) by comparing f(o?) with the corresponding con-
straints from Lemma 1:

For rand « (set by Verifier), set a1 = 0 ta, ap = o
f(a1), ve = f(ag) with corresponding proofs of opening.

Given v1, v9, shows that p,(X), which proves the constraints from Lemma
1, evaluates to 0 at o (ie. po(a) = 0).

—2q, and send v; =

pa(X) == h(X)zv, (@) + [f(X) = 2(X)] - (p1(a) + p2(a))
(1 =0)f(X) = flaz) + fla1)]ps()

(X) + flaz) — o f(an)]pa(a)

(X) fen) = flaz2)]ps(a)

F(X) = flea) f(an)] H (a—0a")

i¢[5,...,4+log(N)]

2.1.2 NIZK argument of knowledge for R, and deg(z) <1
Prover:
N r(X) =711+ 712X +r3X°

log(N) )
J(X) = (a—b)p1(X) + (ac — b)p2(X) + aps(X) + bpa(X) + Z Y psri(X

+ 10P5410g(N) (X) 4+ 7(X) 2y, (X)

p(X) = [f(X) = (aX = b)](p1(X) + p2(X))
+(1 =) f(X) = fe " X) + fo™ ' X)]ps(X)
+[f(X) + f(072X) — o f (07 X)]pa(X)
+FX) 07 X) = fo7*X)]ps(X)
+X) = fe' ) fe X)) [ x-d)

i¢(5,4+log(N)]
+ [f(07'X) = 1]pa(X)
Set

n(X)= h(X)=h(X)+ X12(X)

output ([Fly = [f(X)]1, [H]1 = [h(z)]).
Note that
h(z) = h'(X) + X9 12(X)
p(X)

= + X 2(X) — p(X) + X1 2(X) = 2v, (X)h(X)
2y, (X)

Verifier sets challenge o €% F (hash of transcript by Fiat-Shamir).



Pa(X) = = h(X)zv, (@)
+ [f(X) = 2(X)] - (pr(@) + pa(e))
+ (1= 0)f(X) = faz) + flar)]ps(a)
+ [f(X) + flaz) — o f(ar)lpa(e)
+ [f(X) flar) = flaz)lps(@)
+ [f(X) = flaa) f(an)] I1 (o —a')

1€[5,...,4+log(N)]
+ [f(al) - Hpn(a)

Note: for the check that [z]; has degree 1, we add —h(X)zy,, (o), to include the term
X4=12(X) in h(X). Later the Verifier will compute [P]; without the terms including z(X)
(ie. without —X9~12(X)zy,, (a) — 2(X)[p1(@) + p2(a)]), which the Verifier will add via the
pairing:

—X2(X)zv,, (@) = 2(X)(p1(@) + p2())
= (=X lzy, (@) = (pr(@) + p2(@))) - 2(X)
— e(—(p1(@) + p2(@)) = 2v,, (@)X ]1, [2]2)

Prover then generates KZG proofs

((v1,v2),m) + KZG.Open(f(X), (a1, as))
(0,72) + KZG.Open(pa(X), @)
prover’s output: (v, ve, T, mT2).

Verify: set oy = 0 ta, ag = 0 2a,
(notice that f(X) — [F]1, and f(a1) =v1, f(a2) =v2)

[Pl = — zv, (@)[H]1 + [Fl1(p1(a) + p2(c))
—0)[F]1 — vz + v1]ps(a)

[F]1 4+ v2 — ov1]pa(a)

[F1v1 — vaps ()

[F]1 — vi] 11 (a—0")

ig[5,...,4+log(N)]

KZGVerify((ar,as), (v1,v2),m1)
e([Pl1, [1]2) + e(—(p1(a) + p2(a)) — zv, (@) [z 7]y, [2]2) = e(m2, [z — als)



3 Caulk+

Main update from original Caulk: Rynity, Tunity is replaced with a pairing check

constraining the evaluation points to be roots of a polynomial dividing X™ — 1.
KZG commitment ¢ to C(X), with evaluation points in H.

KZG commitment a to A(X), with evaluation points in V.

Witness:
Icn], {citicr, C(X),AX), u:[m]—>1
Precomputed:
[Wi(z)]s Vi€ I, where Wi(X) = <3¢
[Wi(z)]2 Vi€ I, where Wi(X) = %f,)
Round 1
i. rand blinding factors r1,...,7g

ii. Lagrange basis polynomials {7;(X)};c[m] over Wge I
iil. Z3(X) =r1 [[e (X —w')

iv. C1(X) =>,c;cimi(X) (unblinded)

v. blinded C(X) = C7(X) + (ra + r3 X + 14 X2)Z}(X)

vi. set U(x), being degree m — 1 interpolation over V with U(v;) = w*(®), Vi €
[m]

vii. blinded U'(X) = U(X) + (r5 + r6X) Zy(X)
viil. return zy = [Z7(2)]1, ¢ = [C}(x)]1, v=[U(X)]

Verifier sets random challenges x1, xa.

Round 2
i [Wi(z) + x2Wal(z)]e = Zie] [ e txe ()l

T2
Ijer, ingwi-w

ii. H(X) = Z}<U’<X>)+><1Z(VC(})§I)J’(X>>7A<X>)

iii. return w = rfl[Wl (x) + x2aWa(x)]2 — [ro + r3z + rax?)a, h = [H(z))

Verifier sets random challenge «.



Round 3 Output vy, vs,m, w2, 73, where

Py(X) + Z1(X) + 1 C1(X)

Py(X) « Z1(U'(a)) + xa(C1(U' (@) — A(X)) — Zy () H(X)
(v1,m1) < KZG.Open(U'(X), a)
(ve, ma) + KZG.Open(Py(X),v1)

(0,73) < KZG.Open(Py(X), «

Verify Compute p; = z5 + x1¢1, p2 = [v2]1 — x10 — Zy(a)h, verify

1+ KZG.Verify(u,a,v,m)

1+ KZG.Verify(p,vi,ve,m2)

1+ KZG.Verify(ps,a,0,ms3)
e((C —cr) + xa[z" — 1)1, [1]2) = e(zr, w)
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