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Polynomials and SNARKSs

o define the 'program’ that we want to be able to prove as a set
of constraints

o encode the constraints as polynomials
eg. R1CS: AzoBz—Cz ==
AX) - B(X)-C(X)==0
o and then use some scheme to prove that those polynomials
satisfy the relation. eg. Grothl16, Spartan, etc

TL;DR: want to prove polynomial relations
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Why folding
o Repetitive computations take big circuits — large proving
time
o in some cases takes too much memory and can not be even
computed

o eg. prove a chain of 10k sha256 hashes (;600M R1CS
constraints, not feasible with most traditional SNARK proving

systems)
o eg. zkVM opcodes
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Why folding

o Repetitive computations take big circuits — large proving
time
o in some cases takes too much memory and can not be even
computed
o eg. prove a chain of 10k sha256 hashes (;600M R1CS
constraints, not feasible with most traditional SNARK proving
systems)
o eg. zkVM opcodes
o Traditional recursion: verify (in-circuit) a proof of the correct
execution of the same circuit for the previous input
o issue: in-circuit proof verification is expensive (constraints)
o ie. verify a Grothl6 proof inside a R1CS circuit

. (Circuit)
verify new instance data new Instance _,,] verify new instance data
(ie. verify signature) data (ie. verify signature)

(Circuit)

new instance >
data

T > verify proof > i —> verify proof >
ie. Groth16 proof; ie. Groth16 proof)
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IVC - Incremental Verifiable Computation

Valiant’08

Decider Sonobe
0000000 000000

Prove that applying n times the F' function (the circuit being
folded) to the initial state (zg) results in the final state (zy).

Wo wiy wy

T e B

zg — F » F » F —>» a s a0 —3» F [—>»

In other words, it allows to prove efficiently that

Zn = F( F(F(F(F(Zo,wo), wl), UJQ), ), wn,l)
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0000000

Folding scheme pipeline

AN

Circuit to be

folded

The IVC folds the AugmentedFCircuit, which ensures that the NIFS.Verify checks out.

Frontend

Arithmetization

Constraints --> FCircuit interface
FCircuit Interface --> Wrap It into
the AugmentedFCircuit

running instance ——>
incoming instance —»|

NIFS aux —>|

Decider
0000000

IvVC
000000
(do n iterations)
Decider
ve IVC proof (Prover)

IVC: Folding steps
compute the NIFS inputs,

generate the AugmentedFCircuit

and fold it

—

AugmentedFCircuit (F')

> —>
(2KSNARK)

—

Decider
(Verifier)

Decider:
*Compress" the IVC proof
ie. generate ZKSNARK that proves

the IVC.Verify

new running

instance

Sonobe
000000

5/31



Motivation Recap on folding IvVC Decider Sonobe
0000 000000 000000 0000000 000000

RLC of homomorphic commitments

In the initial folding schemes, we rely on homomorphic commitments, eg.
Pedersen commitments
Let g € G™, v € F},

Com(v)z<g,U>=gl~v1+gg~v2+...+gn~vn€(}

RLC:
Let v,w € F7,
set cmy, = Com(v), em,, = Com(w) € G.
then,
y=v+r-w
CMy = CMyy + T+ CMyyy
so that

emy = Com(y)
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Random linearly combining 2 R1CS instances

R1CS instance: ({4, B,C} € F**", n, 1), such that for
z=(1,i0 € Ft,w € F*—1=1) ¢ F",
AzoBz=Cz

If we try to do a RLC with two instances (z = z1 + rZ2):

Az o Bz = A(z1 + rz2) o B(z1 + r22)

= (Az10Bz1) + 1 (Az1 0 Bzg + Azo 0 Bz1) + r2. (Az2 0 Bz3)
#Cz2=0C(21 +r22) =C21 +1C22 = (A21 0 B21) + 1 - (Az2 0 Bz2)

we end up with some inequality.

Sonobe
000000
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Random linearly combining 2 R1CS instances

R1CS instance: ({4, B,C} € F**", n, 1), such that for
z=(1,i0 € Ft,w € F*—1=1) ¢ F",
AzoBz=Cz

If we try to do a RLC with two instances (z = z1 + rZ2):

Az o Bz = A(z1 + rz2) o B(z1 + r22)
= (Az10Bz1) + 1 (Az1 0 Bzg + Azo 0 Bz1) + r2. (Az2 0 Bz3)
#Cz2=0C(21 +r22) =C21 +1C22 = (A21 0 B21) + 1 - (Az2 0 Bz2)

we end up with some inequality.
Nova's solution, Relaxed R1CS:

AzoBz=uCz+ E
forueF, EecF".

Witness of the instance: W1 = (E, W) L
Committed Relaxed R1CS instance: CI = (E,u, W, )

Full details at Nova's paper, pages 13-15 ("first attempt, second attempt, third attempt”)
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NIFS: Non Interactive Folding Scheme (in Nova)
Main idea:

o protocol between P (Prover) and V (Verifier)
o where P and V obtain the 'folded’ committed instance that corresponds to the 'folded’ witness instance that P computes
o so V does not know the witness

RelaxedR1CS relation: Az 0 Bz = uCz + E, foru € F, E € F™.
Witness of the instance: WI = (E, W)
Committed Relaxed R1CS instance: CT = (E, u, W, x)

reflF,
T = Az 0Bz + Azy 0 Bzg — 11 Czy — upCzy

— =
T = Commit(T,rr) &) v 7uE:1 :;I:L: &

E=E +rT+ 2B, W =W+,
U= uy +ruy /7/// z:£1+Lz2
W =Wy +rWy p=(E,u,W,z)
Tw =Tw, TTTw,
(B,re,W,rw)
Relation check:

z=(1,z,W)

AzoBzfuszE;O
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NIMFS

issue: the RLC with > 2 instances makes the cross-terms grow

ie. some vectors (") would get bigger and their commitments (7°)
more expensive
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NIMFS

issue: the RLC with > 2 instances makes the cross-terms grow
ie. some vectors (7T") would get bigger and their commitments (7')
more expensive

NIMFS in HyperNova, ProtoGalaxy, etc
o instead of 2 RLC between 2 instances

o HyperNova: run SumCheck

o ProtoGalaxy: protocol using Lagrange Basis (instead of
random values) for the linear combinations and then the
zero-check protocol
alternatively using MLE and SumCheck

Allowing to fold > 2 instances at each folding step.
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HyperNova NIMFS (Non-Interactive Multi Folding_Scheme),

NIFS: 2-to-1 fold:

Sp———> Fold

LCCCS,
(running instance) j j
cees, cees,

(incoming instance)

NIMFS: k-to-1 fold:

LCCCS,
(running instance)

LCCCSoy
LCCCSy, LCCCSy,
pn— 1 LCCCSoyz uw— 1 LCCCSLQ
LCCCSo,s LCCCSy,
CCCS()@ CCCSI,O
CCCS(M CCCSI,I
v CCCSos v CCCS,,
CCCSy, CCCS8y,

LCCCS10 /

Decider
0000000
LCcces, LCCCS,
> Fold > -
(running instance)
Lcees, Lcees,
> Fold >

> -
(running instance)

Sonobe
000000
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HyperNova NIMFS
src: https://eprint.iacr.org/2023/573.pdf (HyperNova paper)

3. ¥V & P: Run the sum-check protocol ¢ < (P, V(r)))(g, s.d + 1,T), where:

( 2 ot 'Lj.k(-'")) N (Z (. 'Qk(ﬂr))
JE[t]lkelp] kelv]
Lyk(e) = églrs,a) - ( > Miay) -G w))

ye{0.1}s"

ew&m(EJfH( > ﬂmwyamg)
i=1

€S \ye{0,1}*

2

s

=
I

T= Z A=)t Ly.p.vj

J€[t]keln]

4. P = V: {0k}, where for all j € [t], k € [u]:

ik = Z \\Ij(’:‘/) -Zialy)
yef0.1}s"

Similarly, {0; }, where for all j € [t] and k € [v]:

O = Z "ﬁj (15 9) - Z2(y)

ye{0.1}s

5. V: Compute ey « eq(r,, ) and ez « ég(53, 7)), and check that

q
o= Z A ok |+ Z ko z“ . H O
JE[t] K€ 1] kelv] i=1 €S

Sonobe
000000
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ProtoGalaxy Folding

src: https://eprint.iacr.org/2023/1106.pdf (ProtoGalaxy paper)

5. P sends the non-constant coefficients Fi, ..., Fy of F(X) to V.
6. V sends a random challenge o € F.

7. P and V compute F(a) = e + Y Fia'.

8. P and V compute 3° € F' where 8} := 8, + o+ 8;.

9. P computes the polynomial

GX) = 3 pow,(B)filLo(X)w + 3 Ly(X)iwy).

i€[n] JEK]
10. P computes polynomial K(X) such that
G(X) = F(a)Lo(X) + Z(X)K(X).
11. P sends the coefficients of K(X).

12. V sends a random challenge v € F.

13. P and V compute
"= Fla)Lo(y) + Z(1)K(y).

At the end of the protocol

e V outputs the instance ®* = (¢*, 3%, ¢*), where

¢ = Lo()o+ Y Lil)d.

ig[k]

e P outputs the witness w* := Lo(y)w + 3 ey Li(v)ws

Sonobe
000000
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(Recall) Folding scheme pipeline

Sonobe
000000

E (do n iterations)

Circuit to be Decider
folded Frontend ve IVC proof (Prover)

> > Dec_iqer
(Verifier)

(2KSNARK)

Arithmetization IVG: Folding steps

Constraints —> FCircuitinterface  compute the NIFS inputs,
FCircult interface --> Wrap itinto generate the AugmentedFCircuit
the AugmentedF Circuit and fold it

Decider:

*Compress" the IVC proof

ie. generate ZKSNARK that proves
the IVC.Verify

—

AugmentedFCircuit (F')

running instance ——>

incoming instance —»| > new running
instance
NIFS aux —>|

The IVC folds the AugmentedFCircuit, which ensures that the NIFS.Verify checks out.
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IVC - Incrementally Verifiable Computation

o need to ensure that at each fold (IVC step), the NIFS is
correctly done

o want to have a construction where we fold the circuit that
itself contains the checks of the Folding Scheme (NIFS.Verify)

o we encode the NIFS.Verify inside a circuit
(AugmentedFCircuit), together with other checks that ensure
the correct relations

o and is this AugmentedFCircuit (F') the one which we actually
fold
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Folding circuit - AugmentedFCircuit

wrapper over the circuit that we want to fold
o contains the circuit that we want to fold

o plus extra checks ensuring that the fold is being done correctly

o some hashing and values checks
o run the NIFS.Verify in-circuit
o Nova: RLC of F and G elements
o HyperNova: RLC of F and G elements + SumCheck verifier
o ProtoGalaxy: linear cominations of F and G elements with the
Lagrange basis and some polynomial evaluations + ...
(alternatively SumCheck)
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Cycle of curves

NIFS.V involves G point operation, which are not native over F,. of G.
— delegate them into a circuit over a 2nd curve We use:

o G1.F, =Gy.F,
o G1.Fy =Ga.Fr

o eg. for Ethereum compatibility:
G1: BN254, G2: Grumpkin.

We 'mirror’ the main F” circuit into the 2nd curve
each circuit computes natively the point operations of the other curve's circuit

Ui-y —»| AugmentedFCircuit Ui AL dFCircuit —— Ui

i > Uit
Usei 1 ——> FCircuit | | NIFS.Verify i FGircuit | | NIFS.Verity | |5 17,0,

Curve 1

Curve 2

AugmentedFCircuit

Each curve circuit checks
natively the NIFS.Verify of the
points of the other circuit.
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Cycle of curves

NIFS.V involves G point operation, which are not native over F,. of G.
— delegate them into a circuit over a 2nd curve We use:

o G1.F, =Gy.F,
o G1.Fy =Ga.Fr

o eg. for Ethereum compatibility:
G1: BN254, G2: Grumpkin.

We 'mirror’ the main F” circuit into the 2nd curve
each circuit computes natively the point operations of the other curve's circuit

AugmentedFCircuit AugmentedFCircuit
Ui ) Ui N — Ui
Ugcii-1—>] —>Urc,it

CF's CF's
NIFS. Verif NIFS. Verif

The circuit on Curve 2 (CycleFold
circuit) checks natively the NIFS.Verify
of the AugmentedFCircuit.

And in the AugmentedFCircuit, we
check the correct fold of the CF circuit.

CycleFold circuit
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AugmentedFCircuit

, :
RO Challenge H(T, u;,U)

RO Challenge H(T, u;:1,Ui-1)
S -

fatore = [, Uit W w1 W, U
+ uityz = R ET,U

T T
. RO Challenge H(T',u;,U; r—

N L

CycleFold™*.V

Curve 1

NIFS.V

~checks natively in F, the RLC of
et U User.
wor, Unz — Usrz

fthe RLC of W, Ere
othe CycleFoldCircults  ?.z, U,z — U

Nova's Folding Circuit (F') + CycleFold circuit

src: https://privacy-scaling-explorations.github.io/sonobe-docs/design /novacyclefold-circuit.html


https://privacy-scaling-explorations.github.io/sonobe-docs/design/novacyclefold-circuit.html
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(Recall) Folding scheme pipeline

Sonobe
000000

E (do n iterations)

Circuit to be Decider
folded Frontend ve IVC proof (Prover)

> > Dec_iqer
(Verifier)

(2KSNARK)

Arithmetization IVG: Folding steps

Constraints —> FCircuitinterface  compute the NIFS inputs,
FCircult interface --> Wrap itinto generate the AugmentedFCircuit
the AugmentedF Circuit and fold it

Decider:

*Compress" the IVC proof

ie. generate ZKSNARK that proves
the IVC.Verify

—

AugmentedFCircuit (F')

running instance ——>

incoming instance —»| > new running
instance
NIFS aux —>|

The IVC folds the AugmentedFCircuit, which ensures that the NIFS.Verify checks out.
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Decider (Final compressed proof)

AugmentedFCircuit AugmentedFCircuit

2SN
U1 > FCircuit NIFS.Verify
Upc,i1 ——>|

checks checks
NIFS.Verif

=

Hash

Other > Urcin
checks checks
CF's
NIFS.Verif

Curve 2

_:' 2 CycleFold circuit

Issue: IVC proof is not succinct.
o Committed Instances of the AugmentedFCircuit Uy, un, where each one is

{E€G,W €Gy,ueF,,zecFP}
o and their respective Witnesses W,,, wy,, each one being {E € F?*, W € FI'}

o Committed instance of the CycleFold circuit Ugc,, contains:
{E € Go,W € Go,u € Fy,z € Fil}
o and its Witnesses Wgc . being {E € F}, W € F'}

So the idea is to 'compress’ the IVC proof into a zkSNARK proof, minimizing the size

and the verifier computation.
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Decider checks

N

check NIFS.V (r,Un,un, T) = Uns

check that u,.F = 0 and u,.u =1

check that u,.xg = H(n, 20, 2n, Uy) and uy.x1 = H(Upc,n)
correct RelaxedR1CS relation of U1, W41 of the
AugmentedFCircuit

check commitments of Uy, 1.{E, W} with respect W,, 1
(where E, W € Ey)

check the correct RelaxedR1CS relation of Ugcn, WEc,, of
the CycleFoldCircuit

check commitments of UEC,n.{E, W} with respect WEecn
(where E,W € E»)
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Decider checks

N

check NIFS.V (r,Un,un, T) = Uns

check that u,.F = 0 and u,.u =1

check that u,.xg = H(n, 20, 2n, Uy) and uy.x1 = H(Upc,n)
correct RelaxedR1CS relation of U1, W41 of the
AugmentedFCircuit

check commitments of Uy, 1.{E, W} with respect W,, 1
(where E, W € E;) non-native!

check the correct RelaxedR1CS relation of Ugcn, WEc,, of
the CycleFoldCircuit non-native!

check commitments of Ugc ,,.{E, W} with respect Wgc.,,
(where E,W € E»)
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Original Nova Decider

o Original Nova: wrapp these checks in 2 Spartan (zkSNARK)
proofs (one over each curve of the cycle of curves).
—> 2 Spartan proofs, one on each curve

o In our case we were interested into verifying the proofs in
Ethereum’s EVM.

Need to do a bit of gymnastics to verify the folding proofs in
Ethereum,
EVM limitations:

o limited to BN254 curve

o constrainted by gas costs
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Onchain Decider

1.1:

5.2:

The following check is done non-natively (in F.): Additionally we would have to check (outside of the circuit):
1.2
5.3:

check that the given NIFS challenge r is indeed well computed.
This challenge is then used outside the circuit by the Verifier to compute NIFS.V obtaining U; 4 1

check that u,,.E = 0 and up.u = 1
check that uy.xg = H(n, 20, 2n, Un) and un.z1 = HUEC,n)
correct RelaxedR1CS relation of Uy, 1, Wy, 41 of the AugmentedFCircuit

Check correct computation of the KZG challenges
cg = HEAz,y}), cw = HW . {z,y})
which we do through in-circuit Transcript.

check that the KZG evaluations are correct, evalyy == pw (cw ), evalg == pg(cg)
where pyy, pg € F[X] are the interpolated polynomials from W;_ 1. W, W;_1.E respectively.

check the correct RelaxedR1CS relation of Upc s WEC, n of the CycleFoldCircuit

(this is non-native operations and with naive sparse matrix-vector product blows up the number of constraints)

Pedersen commitments verification of UEC,',L-{E’ W} with respect Wec,n
(the witness of the committed instance)
(where E, W € Es, this check is native in F}.)

check NIFS.V (r, U, tn, T) = Upi1

Commitments verification of U,,1.{E, W } with respect W,, 1 (where E, W € E1)

Sonobe
000000

More details in Sonobe’s docs: https://privacy-scaling-explorations.github.io/sonobe-docs/design /novacyclefold-circuit.html
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(ZKSNARK)

Avttmetzaion 1VC: Folding stps Deciter
Gonsirarte -» Foicutinterace  compute he NIFS inputs, “Compress” e IVC proot
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Decider
(Veritier)

Sonobe
000000
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Recap on folding
0000000

Onchain Decider

(do n ierations)

Circuit to be

folded Frontend

[\%e3

VG proct

Adthmelization

Conslraints > FGircult nterface

IVC: Folding sieps
compue the NIFS inps,

FCicultinteriace > Wiep Lnlo  generale e AugmentedCicut
o Asgontedr it o toat

S > un

Up1—> Main circuit —> U,

Ugpcn-1——>|

IvVC
000000
Decider 5|  Decider
(Prover) 4 (Verifier)
(ZKSNARK)
Decider:
“Gompress” he IVC proof
fe.generate ZKSNARK hat poves.
he VG, Very
Unia KZG itments
rove

Uny Uny Uni1

Decider
O00000e

Decider circuit

Wait,

—>»Upon——————————————>

through Groth16
prover

Sonobe
000000

TKZG

> T Grothis ™|

EVM
verifier

E,

UECn-1
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Sonobe

Experimental folding schemes library implemented jointly by 0xPARC and PSE.
https://github.com /privacy-scaling-explorations/sonobe
Modular library,

o Be able to

o Add and test new folding schemes
o Compare schemes 'apples-to-apples’
o Researchers can easily add their own schemes (eg. Mova
paper)
o Make it easy for devs to use folding
o minimal code to fold your circuits ('plug-and-fold")

o easy to switch between folding schemes and curves
o support of multiple zk-circuit languages

Remark: experimental and unoptimized.
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0000000

IvVC
000000

Sonobe - Dev experience

Dev flow:
1 Define a circuit to be folded
2 Set which folding scheme to be used (eg. Nova with Cycle
3 Set a final decider to generate the final proof (eg. Grothl6

Decider
0000000

Sonobe
Oe0000

Fold)
over BN254 curve)

4 Generate the Solidity decider verifier (EVM Solidity contract)

(do n iterations)

LN

Circuit to be Decider > > Decider
folded Frontend e VG proof (Prover) 4 (Verifier)
(ZKSNARK)
Arithmetization IVC: Folding steps Decider:

Constraints --> FCircuit interface
FCircuit interface --> Wrap it into
the AugmentedFCircuit

compute the NIFS inputs,
generate the AugmentedFCircuit
and fold it

“Gompress" the IVG proof

the IVC.Verify

Sonobe lib pipeline:

ie. generate ZkSNARK that proves

FoldingSchemes
Frontend Engine y : y
L 5 Engne 1 3l peciderProver be----------
(FCircuit) (rait) Decider Prover > Decider Verifier
[Ive]
eg: eg: eg: eg:
arkworks Nova On-chain (EVM) ~ ---------- » - Solidity Verifier
Circom - HyperNova Groth16 over bn254
- Noir - ProtoStar - Off-chain ~ ===smmmees » - Off-chain Verifier

- ProtoGalaxy

- Groth16 on 2 curves

- Spartan
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Status of Sonobe - schemes implemented

Implemented (fully implemented):

o Nova: Recursive Zero-Knowledge Arguments from Folding Schemes
https://eprint.iacr.org/2021/370.pdf, Abhiram Kothapalli, Srinath Setty, loanna

Tzialla. 2021
o CycleFold: Folding-scheme-based recursive arguments over a cycle of elliptic
curves

https://eprint.iacr.org/2023/1192.pdf, Abhiram Kothapalli, Srinath Setty. 2023
o HyperNova: Recursive arguments for customizable constraint systems
https://eprint.iacr.org/2023/573.pdf, Abhiram Kothapalli, Srinath Setty. 2023

o ProtoGalaxy: Efficient ProtoStar-style folding of multiple instances
https://eprint.iacr.org/2023/1106.pdf, Liam Eagen, Ariel Gabizon. 2023
Started (NIFS implemented, next: folding circuit, IVC, Decider, etc):

o Mova: Nova folding without committing to error terms
https://eprint.iacr.org/2024/1220.pdf, Nikolaos Dimitriou, Albert Garreta, Ignacio Manzur, llia Vlasov.
2024

o Ova: Reduce the accumulation verifier in Nova from 2 to just 1 group operation
https://eprint.iacr.org/2024/1220.pdf, Benedikt Biinz. 2024

Frontends - how can the dev define a circuit to be folded
o Arkworks https://github.com/arkworks-rs

o experimental: Circom, Noir, Noname.
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Modularity

Big thanks to arkworks https://github.com /arkworks-rs

[Code example in the code editor]
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Some numbers

(code highly unoptimized)
o folding step ~ 300ms
o Folding circuit (Nova+CycleFold): ~ 50k R1CS constraints
(overhead)
o Offchain Decider prove: < 1 min

o Onchain Decider Verification:

o DeciderEthCircuit: ~ 10M R1CS constraints
o < 3 minutes in a 32GB RAM 16 core laptop
o gas costs (DeciderEthCircuit proof): ~ 800k gas
o mostly from G16, KZG10, public inputs processing
o can be reduced by hashing the public inputs & batching the
pairings check
o expect to get it down to < 500k gas.

Recall, this proof is proving that applying n times the function F' (the circuit
that we're folding) to an initial state zo results in the state z,.

Sonobe
0O000e0
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Wrappup

o repo: https://github.com/privacy-scaling-explorations/sonobe

o docs: https://privacy-scaling-explorations.github.io/sonobe-docs/

2024-10-08
0xPARC & PSE.
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